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Legal Statement and Privacy Policy
Latest update date: February 16, 2023 Effective date: February 16, 2023

Prompt Clause

Your trust is very important to us. We are well aware of the importance of user information security. We will
take security measures to protect your user information in accordance with laws and regulations. In view of
this, loT OTDR Website (or "we") formulates this Legal Statement and Privacy Policy (hereinafter referred to
as "Statement and Policy") and reminds you that before using the services of loT OTDR Website, you must
carefully read and thoroughly understand this Legal Statement and Privacy Policy, and use the relevant
products and services after confirming that you fully understand and agree. Once you start to use the
services of the loT OTDR website, it will be deemed as the acceptance and approval of the contents of this
statement and policy.

If you have any questions, comments or suggestions about the contents of this statement and policy, you
can contact us through work order or email.

Definition

loT OTDR Website: loT OTDR Website www.loT-OTDR. com and loT OTDR client (such as APP).

User information: refers to the user membership information, such as name, contact information, etc.,
submitted by you or collected by the loT OTDR website. For details, see the information described in Article
2 of the Privacy Policy.

Business data: different from user information, it is the data processed by the users of the IoT OTDR

Website through the technical services of the IoT OTDR Website, such as uploading, downloading and
distribution, using the services of the loT OTDR Website.

Legal statement

1, Ownership of rights

1.1. The logo, "loT OTDR" and other words, graphics and combinations of the loT OTDR website, as well as
other logos, emblems of the loT OTDR website, and the name of the service of the loT OTDR website are
registered trademarks of IoT OTDR Website and its affiliates in China and other countries. Without the
written authorization of the loT OTDR Website, no one shall display, use or do other processing in any way
(including but not limited to copying, transmitting, displaying, mirroring, uploading, downloading), or show
others that you have the right to display, use or do other processing.

1.2. The intellectual property rights of all products, services, technologies and all software (hereinafter
referred to as "technical services") of the IoT OTDR Website belong to the loT OTDR Website or its obligee.
1.3. Unless otherwise stated by loT OTDR Website, loT OTDR Website has all rights (including but not limited
to copyright, trademark, patent, trade secret and all other relevant rights) to publish documents and other
information (including but not limited to text, graphics, pictures, photos, audio, video, icons, colors, layout,
and electronic documents) on the website. Without the permission of the loT OTDR Website, no one shall
use the above content (including but not limited to monitoring, copying, broadcasting, displaying, mirroring,
uploading, and downloading any content in the loT OTDR Website through programs or devices). If
authorized to browse, copy, print and disseminate information content belonging to the loT OTDR website,
such content shall not be used for commercial purposes and all information content and any part thereof
shall be used must include this right statement.

2, Limitation of liability

2.1. Users can upload, provide and publish relevant information on their own when launching products on
the 1oT OTDR website, including but not limited to user name, company name, department and contact



information, relevant pictures, information, etc. These information are provided by users themselves. Users
of the loT OTDR website must bear full responsibility for any information they provide according to law.
2.2. Reproduction of works (including forum content) on the loT OTDR website for the purpose of
transmitting more information does not mean that the loT OTDR website agrees with its views or confirms
the authenticity of its content.

2.3. 10T OTDR Website hereby reminds that you should abide by the laws of China and your country during
the use of loT OTDR Website services, and should not endanger network security, and should not use the
services of loT OTDR Website to engage in activities that others infringe on reputation, privacy, intellectual
property rights and other legitimate rights and interests. Despite the above prompt, the IoT OTDR website
does not assume any responsibility for the purpose and purpose of your use of the service.

3, Intellectual property protection

We respect intellectual property rights, oppose and combat the infringement of intellectual property rights.
Any organization or individual who believes that the content of the web page (including the content of
www.loT-OTDR.com web page and the client page) of the IoT OTDR Website (such as the product release,
the commodity information released by the cloud market service provider, etc.) may infringe its legitimate
rights and interests may submit a written notice of rights to the loT OTDR Website. The IoT OTDR Website
will deal with it as soon as possible after receiving the notification of eligibility of the intellectual property
right holder.

Privacy Policy

loT OTDR Website (hereinafter referred to as "we") respects and protects user information, and will treat
such information with high diligence and prudence. When you use the services provided by loT OTDR
website, we will collect, process and disclose your information in accordance with this privacy policy. We
hope to clearly introduce to you the way we handle your information through this privacy policy, so we
recommend that you read this privacy policy completely to help you understand the way to maintain your
privacy.

If you have any questions, comments or suggestions, please contact us through the various contact methods
provided by loT OTDR website.

This policy will help you understand the following:

1, Scope of application of this agreement

2, How do we collect and use your user information

3, How do we share, transfer and publicly disclose your user information

4, User business data and public information

5, How do you manage your user information

6, How do we protect and save your user information

7, Special agreement on minor user information

8, Update of privacy policy

9, How to contact us

1, Scope of application of this agreement

1.1. This privacy policy is applicable to all services of loT OTDR website. Services include providing you with
page browsing and website login services

As well as the technical services provided to you through the loT OTDR website.

1.2. This privacy policy does not apply to the services provided to you by other third parties. For example,
when a service provider in the cloud market provides services to you based on the cloud market, the
information you provide to the service provider is not applicable to this privacy policy.



1.3. It should be noted that, as a user of the loT OTDR Website website, if you use the loT OTDR Website
website technical services to provide services for your users again, because your business data belongs to
you, you should separately agree with your users on the privacy policy.

2, How do we collect and use your user information

(1) How we collect your user information

2.1. Help you become our member

2.1.1. When you create an account on the IoT OTDR website, you must provide us with the member name,
set and confirm your login password, and provide your mobile phone number in the People's Republic of
China. The mobile phone number you submit is used to accept the verification code when you register, log
in, bind your account, and retrieve your password. It is also used as one of the contact methods you specify
with the loT OTDR website to receive relevant business notifications (such as new product launch, service
change, etc.).

2.1.2. After you register and complete the account of loT OTDR Website, according to different channels,
terminals and manufacturers, loT OTDR Website may use the above methods to promote, publicize
products, mail business notices (including bills) or communicate with you.

2.1.3. After you complete the registration of the lIoT OTDR website account, you need to submit the contact
information on the account management console, including the email address, mobile phone number and
position of the contact you specify.

2.2. Provide you with technical services

2.2.1. According to the laws of the People's Republic of China, when you use specific technical services, you
should provide your true identity information through your account. If you provide real identity information
through the account of the IoT OTDR website, the loT OTDR website provides you with a variety of ways to
assist you in providing information. You should choose the appropriate way according to your identity
attributes.

2.2.2. We will collect the following information during your use of the service:

2.2.2.1. Equipment information: We will receive and record the information related to the equipment you
use (such as equipment model, operating system version, equipment settings, unique equipment identifier
and other software and hardware feature information) according to the specific permissions granted by you
during software installation and use Information about the location of the device (such as IP address, GPS
location and sensor information such as Wi-Fi access point, Bluetooth and base station that can provide
relevant information). We may associate the first two types of information so that we can provide you with
consistent services on different devices.

2.2.2.2. Log information: When you use the services provided by our website or client, we will automatically
collect your detailed usage of our services and save them as relevant network logs. For example, your search
query content, IP address, browser type, telecom operator, language used, visit date and time, and web
page records you visited.

2.2.2.3. Support information of user account: based on the user's consultation records, fault reporting
records and troubleshooting process (such as one-click repair and remote assistance records) generated by
your use of the IoT OTDR Website website service, loT OTDR Website website will record and analyze these
information to respond to your request for help in a more timely manner and to improve the service.

2.2.3. When we provide you with business functions or specific services, we will collect, use, store, provide
and protect your user information according to this policy and the corresponding product service agreement;
Beyond this policy and corresponding products

If it is agreed in the service agreement to collect your user information, we will explain the scope and
purpose of information collection to you separately, and collect your information necessary for providing
the corresponding service with your consent; If you choose not to provide the above information, it will
affect your use of the corresponding products, but will not affect your use of the basic functions of the
website and other products.



(2)How we use your user information

2.3. We use the user information you submitted and collected for the following purposes:

2.3.1. In order to provide you with services, we will send you information, notifications or business
communications with you, including but not limited to the verification code necessary to ensure the
completion of the service and the push notifications necessary to use the service;

2.3.2. In order to maintain and improve the service and provide you with information display that is more in
line with your personalized needs, we may combine the user information of a service from the loT OTDR
Website with the information from other services, make a feature model and carry out user portraits to
show and push information and possible commercial advertisements to you, This includes but is not limited
to the news about the products of the loT OTDR website, as well as the marketing activities and preferential
promotion information, the promotion information of the cooperation third party of the loT OTDR website,
or other content that you may be interested in. If you do not want to receive the commercial electronic
message we sent you, you can reply to unsubscribe via SMS prompt or unsubscribe according to the
unsubscribe method provided in the message;

2.3.3. We may design, develop and promote new products and services based on user information statistics;
We will make statistics on the use of our services and may share these statistics with the public or third
parties, but these statistics do not contain any identification information of you;

2.3.4. In order to improve the security of your use of services provided by us and our affiliates and partners,
ensure the security of the operating environment, identify the abnormal status of the account, protect the
personal and property security of you or other users or the public from infringement, and better prevent
phishing websites, fraud, network vulnerabilities, computer viruses, network attacks, network intrusion and
other security risks, To more accurately identify violations of laws and regulations or relevant agreements
and rules of the loT OTDR website, we may use your member information, and integrate equipment
information, relevant network logs and information legally shared by our affiliates and partners to judge
your account and transaction risks, conduct identity verification, detect and prevent security incidents, and
take necessary recording, auditing, analysis and disposal measures according to law;

2.3.5. If we use user information beyond the stated purpose of collecting user information or beyond the
scope of direct or reasonable relevance, we will inform you again and obtain your express consent.

3, How do we share, transfer and publicly disclose your user information

3.1. Sharing

We will not share your user information with other organizations and individuals, except for the following:
3.1.1. Sharing with explicit consent: After obtaining your explicit consent, we will share your user
information with other parties;

3.1.2. Sharing under legal circumstances: We may share your user information externally according to the
provisions of laws and regulations, the needs of litigation and arbitration, or the requirements of
administrative and judicial authorities according to law;

3.1.3. In order to facilitate the transaction or assist in the settlement of disputes, in some cases, only by
sharing your user information can you facilitate the transaction or handle the disputes or disputes between
you and others. For example, in a transaction created on the cloud market, if any party to the transaction
fulfills or partially fulfills the transaction obligations and makes a request for information disclosure, loT
OTDR Website has the right to decide to provide the user with necessary information such as the contact
information of its counterparty, To facilitate the completion of the transaction;

3.1.4. Share with authorized partners: We may entrust trusted partners to provide services, so we may
share some of your user information with partners to provide better customer service and optimize user
experience. We will only share your user information for legal, legitimate, necessary, specific and clear
purposes, and only share the user information necessary to provide services. Our partners have no right to
use the shared user information for any other purpose.



At present, our authorized partners include the following types: suppliers, service providers and other
partners. We send information to suppliers, service providers and other partners that support our business,
including providing basic technical services, consulting, analysis and other professional services.

For companies, organizations and individuals with whom we share user information, we will sign strict
confidentiality agreements and information protection agreements with them, requiring them to handle
user information in accordance with our instructions, this privacy policy and any other relevant
confidentiality and security measures.

3.2. Transfer

We will not transfer your user information to any company, organization or individual, except for the
following:

3.2.1. Transfer with explicit consent: After obtaining your explicit consent, we will transfer your user
information to other parties;

3.2.2. In the case of merger, acquisition or bankruptcy liquidation between loT OTDR Website and other
legal entities, or other cases involving merger, acquisition or bankruptcy liquidation, if it involves the
transfer of user information, we will require the new companies and organizations that hold your user
information to continue to be bound by this policy, otherwise we will require the companies, organizations
and individuals to seek authorization from you again.

3.3. Public disclosure

We will only publicly disclose your user information under the following circumstances:

3.3.1. With your explicit consent or based on your active choice, we may publicly disclose your user
information;

3.3.2. Orin order to protect the personal and property safety of users or the public of loT OTDR Website and
its affiliated companies, we may disclose your user information in accordance with applicable laws or
relevant agreements and rules of loT OTDR Website. For example, if you sell fake or pirated goods as a cloud
market service provider, we may publicly disclose the main information and punishment of your store.

3.4. Exceptions for sharing, transferring and publicly disclosing user information with prior authorization

In the following cases, you do not need to obtain your authorization to share, transfer and publicly disclose
your user information in advance:

3.4.1. Related to national security and national defense security;

3.4.2. Those related to public safety, public health and major public interests;

3.4.3. Related to criminal investigation, prosecution, trial and execution of judgments;

3.4.4. For the purpose of protecting your or other personal life, property and other major legitimate rights
and interests, but it is difficult to obtain my consent;

3.4.5. Personal information that you disclose to the public;

3.4.6. Collect personal information from legally disclosed information, such as legal news reports,
government information disclosure and other channels.

4, User business data and public information

Unlike your user information, for user business data and public information, the loT OTDR website will
handle it in the following way:

4.1. User business data

4.1.1. The services you provide through the IoT OTDR website, processing, storing, uploading, downloading,
distributing and other processing data, are all your user business data, and you fully own your user business
data. As a cloud service provider, we will only strictly follow your instructions to process your business data,
and will not make any unauthorized use or disclosure of your business data except as agreed with you or in
accordance with specific laws and regulations.

4.1.2. You should be responsible for the source and content of your user's business data. loT OTDR website
prompts you to carefully judge the legitimacy of the data source and content. All results and responsibilities



caused by your user's business data content violating laws and regulations, departmental rules or national
policies shall be borne by you.

4.1.3. According to the agreement between you and the loT OTDR Website, the lIoT OTDR Website stores
user business data in the data center you select. loT OTDR Website strictly abides by its security
commitment to users, and protects users' data stored in the data center of loT OTDR Website according to
applicable laws.

4.2. Public information

4.2.1. Public information refers to any information that you share publicly. Anyone can view or access this
information during the period of using and not using the IoT OTDR website service. For example, the
information you published in the developer forum of the loT OTDR website.

4.2.2. There may be information that you must share publicly in order to use the IoT OTDR Website website
service. For example, in order to build an honest trading environment in the cloud market, your credit rating
information (star rating, customer rating) needs to be publicly shared. If you are a service provider (seller),
you should publicly share relevant information of enterprises or natural person operators in accordance
with applicable laws and regulations and cloud market rules.

4.2.3. When using the cloud market for trading, you inevitably have to disclose your personal information,
such as contact information or postal address, to the counterparty or potential counterparty. Please
properly protect your personal information and only provide it to others when necessary. You can also
establish contact and share with each other through our services. When you create communication,
transaction or sharing through our service, you can choose the object of communication, transaction or
sharing independently as the third party who can see your contact information, exchange information or
share content and other relevant information. If you find your personal information leaked, especially

It is your account or password that has been leaked. Please contact the loT OTDR website immediately so
that the IoT OTDR website can take corresponding measures.

5, How do you manage your user information

5.1. You can log in to the IoT OTDR website to use the basic business information (basic data) and contact
information you submitted.

5.2. In the following cases, you can request us to delete user information:

5.2.1. If we handle user information in violation of laws and regulations;

5.2.2. If we collect and use your user information without your explicit consent;

5.2.3. If our behavior of handling personal information seriously violates the agreement with you.

To ensure security, you may need to provide a written request, or prove your identity in other ways. We
may ask you first verify your identity before processing your request.

5.3 Each business function needs some basic user information to be completed (see Article 2 of this privacy
policy). In addition, you can give or withdraw your authorization consent by contacting the customer service
of the loT OTDR website. After you withdraw your consent, we will no longer process the corresponding
user information. However, your decision to withdraw your consent will not affect the previous user
information processing based on your authorization.

5.4 You can also submit an account cancellation application on the "Account Cancellation" page
("Management Console - Account Management - Security Settings - Account Cancellation") of loT OTDR
website. After you delete your user information, we will stop providing you with products or services and
delete your user information according to the requirements of applicable laws.

6, How do we protect and save your user information

6.1. loT OTDR Website attaches great importance to your information security. We strive to take various
reasonable physical, electronic and administrative security measures to protect your user information.
Prevent user information from unauthorized access, public disclosure, use, modification, damage or loss. We
will use encryption technology to improve the security of user information; We will use trusted protection



mechanisms to prevent malicious attacks on user information; We will deploy an access control mechanism
to ensure that only authorized personnel can access user information; And we will hold security and privacy
protection training courses to strengthen employees' awareness of the importance of protecting user
information.

6.2. We will take reasonable and feasible measures to avoid collecting irrelevant user information. We will
only retain your user information for the period required to achieve the purpose stated in this policy, unless
permitted by law. After the expiration of the above user information retention period, we will delete or
anonymize your personal information.

6.3. Please use complex passwords to help us ensure the security of your account. We will try our best to
ensure the security of any information you send us. If our physical, technical or management protection
facilities are damaged, resulting in unauthorized access, public disclosure, tampering or destruction of
information, resulting in damage to your legitimate rights and interests, we will bear corresponding legal
responsibilities.

6.4. After an unfortunate user information security incident (leakage, loss, etc.), we will promptly inform you
of the basic situation and possible impact of the security incident, the disposal measures we have taken or
will take, the suggestions you can take to prevent and reduce risks independently, and the remedial
measures for you, in accordance with the requirements of laws and regulations. We will timely inform you
of the relevant information of the event by email, letter, telephone, push notification, etc. When it is
difficult to inform the user information subject one by one, we will take reasonable and effective ways to
release the announcement.

6.5. At the same time, we will also report the handling of user information security incidents according to
the requirements of regulatory authorities.

6.6. We will store your user information collected in the People's Republic of China. If we need to transmit
personal information outside the country due to business needs under the conditions of compliance with
applicable laws and regulations, we will obtain your consent in advance and inform you of the purpose,
receiver, security measures, security risks and other conditions of the user information leaving the country.
6.7. In case of the suspension of the operation of the products and services of the loT OTDR website, we will
take reasonable measures to protect the security of your user information, including stopping the activities
of continuing to collect user information in a timely manner; The notice of stopping operation will be sent to
users one by one or announced; And delete or anonymize the personal information held.

7, Special agreement on minor user information

7.1.If you are a minor, we ask you to ask your parents or guardians to carefully read this privacy policy and
use our services or provide us with information with the consent of your parents or guardians.

7.2.In the case of collecting personal information of minors by using our products or services with the
consent of our parents or guardians, we will only use, share, transfer or disclose this information if laws and
regulations allow, parents or guardians expressly agree or it is necessary to protect minors.

8, Update of privacy policy

8.1. Our privacy policy may be amended.

8.2. Without your explicit consent, we will not limit your rights under this privacy policy. We will publish any
amendments to the privacy policy on a special page.

8.3. For major amendments, we will also provide more prominent notices (including for some services, we
will notify you through the website and even provide you with pop-up prompts to explain the specific
changes in the privacy policy).

8.4. Major changes referred to in this policy include but are not limited to:

8.4.1. Significant changes have taken place in our service model. For example, the purpose of processing
user information, the type of user information processed, and the use of user information;



8.4.2. Significant changes have taken place in our control and organizational structure. Such as changes in
owners caused by business adjustment, bankruptcy and merger, etc;

8.4.3. The main object of user information sharing, transfer or public disclosure changes;

8.4.4. Your right to participate in user information processing and the way you exercise it have changed
significantly;

8.4.5. When the department responsible for handling user information security, contact information and
complaint channel change;

8.4.6. The user information security impact assessment report indicates that there are high risks.

We will also archive the historical version of this privacy policy on the special page of the website for your
reference.

9, How to contact us

If you have any questions and opinions about the contents of this statement and policy, or if you have any
questions and opinions about the practice and operation of this privacy policy on the IoT OTDR website, you
can contact us through the IoT OTDR website about us.



